NHCTpYKIMA 10 YCTAHOBKE JIMYHOIO cepTudukara

[Tepen HaYaJIOM HMCMOIB30BaHMS KIIFOYA JIEKTPOHHOW MOAIMHUCH, HEOOXOIUMO
YCTaHOBUTh CEpTU(UKAT MPOBEPKU KIIF0Ua B JIMYHOE XPAHWIIUIIE MOJIH30BATEIs Ha
paboueit cranuuu. Ilepen nanbHEHIIMMH ACHCTBUSMU HEOOXOJUMO CKOMUPOBATH
MOJIYYCHHBI CcepTU(UKAT HA HOCHUTEIh, HA KOTOPBIH (OPMHPOBAICST KIHOY
AJIEKTPOHHOM MOJIIHUCH.

Ipumeuanue: Ecau 3axkpeimoiii kuou gopmuposancs na Rutoken, E-token —
He0OX00UMO CKONUpogams cepmuguram 8 Jodoe y0oOHOe Mmecmo Ha paboueli
cmanyuu, 0151 nocieoyiowetl ycmarosxu yepesz Kpunmollpo CSP.

JIJIsl yCTaHOBKH JIMYHOTO CepTH(PHUKAaTa HEOOXOAMMO BBITOJHHUTH CIICTYIOIIYIO
IIOCJIEIOBATEIBHOCTD ICHCTBUN:

1. 3anyctuth Kpunrollpo CSP.

Ilyck > Ilanens ynpasnenus > Kpunmollpo CSP.

HJIn

|2 Kpunrollpo CSP x
ANropuTHE! I BesonacHoCTE | Winlogon I HacTpoiiku TLS
Obuye I ObopyacsaHve | Cepsuc | HononHMTensHo

KoHTelHEp 3aKpeIToro KAKKYa

3TH MECTEPa NOZB0NAKDT NPOTECTHPOEETL, CKOMMPOBATE MK
YAANUTE KDHTEﬁHED 3AKPBITOrD KNWOHa C HOCMTENA,

[I'IpolecrmposaTb... ] [ CKONMPOBaTE... ] [ YoaniThb...

CepTHdMKAETEI B KOHTEHEPE 38KPEITOrO KKYa

ITOT MECTEP NO3BONAET MPOCMOTPETE CEPTMRMKATHI, HAXOAAWWECS
B KOHTEHHEPE 33KPLITOrD KAKOHE, W YCTEHOBMTE MX B XPaHMIMLWe
CEPTUDMKATOE,

[ MpocMoTpeTe CepTHMKETEI B KOHTEAHEPE. ..

TIMUHEIA CEpTHUDMKET

ITOT MACTED NO3BONAET CBA3ETE CEPTHOMKET 13 dalina ¢
KOHTEAHEPOM 3EKPEITOMD KNKOYa, YCTAHOBWE 3TOT CEPTHDMKAT B
HPEHWUMNLLE,

[ YCTEHOBMTE OMHHBEIM CEPTUHMKET. ..

MaponM 3aKpeITEIX KDYl

3T MECTEPA NOIBONADT MIMEHWTE Naponk (MMH-Kook) 3aKpeITeIX
KIHOYER UMK YAANMTE 3aN0MHEHHBIE DAHEE Naponi.

M3MEHWTE Mapank. .. ] [ YAEAMTE 3EMOMHEHHEIE NEAPONM. ..

[ Ok H OTMeHa ] MPMMEHKTE

Ilycx 2 Hacmpouixu = Ianens ynpasnenus = Kpunmollpo CSP.
Pucynox 1 — okao Kpunrollpo CSP



2. B mnosBuBmemcs okHe «Kpuntollpo CSP» mnepeilTh Ha BKIagKy
«CepBHC» U HAXKATh KHOTIKY «Y CTAHOBUTH JIMYHBIN CEPTUDUKAT. . ).

3. B otkpeiBmiemcs okHe «MacTep YCTaHOBKHM JIMYHOTO CEpTHU(UKATaY,
HEO0OXOIMMO yKa3aTh IMyTh K MOJXy4eHHOMY (aitny ceptudukara. s 3TOro MOxKHO
BOCTIONb30BaThCsl  KHOMkoW  «OG630p». Ilocnme BbIOOpa  ycTaHABIMBAEMOTO

cepTrduKaTa HAXXMUTE KHOTIKY «Jlanee» (PucyHok 2).

i —— EEESESS .
IJ_' M-E.L_FEP YCTAHOEKK AMYHOro CEFITH{I}H KaTa o — ﬁ

Pacnonoxenme paiina cepTwiMKaTa
BBEDHTE-‘ MIH YKEXWMTE DACNonoxKeHe falina YCTaHaENWMEASMOoro CepTMPMKaTa g

Hra daiina cepmagikaTta:

DO \Meanoe Mean Meanoswy cer Oézop...

FopMaT faing MoKET 0AHAM U3 CNEMyHLLIAC
Faiin cepmugmrara - X 505 (CER,.CRT)
Coofiwenwe ctannapta PKCS #7 (PYB..P7M..DER)
¥PEHWNHLLE CEPWANM3E0BaHHbE CepTWhuKaToe ((55T)

JameyaHue:
HekoTopkie dopMaTts! hafnos MoryT CoOepXaTs B 00HOM haine
fonee 0OHOMO CEPTMRWKETE.

Pucynok 2 — pacrionioxxenwne (aiina ceprudukara

4, Ha cnepyroiiem mare BIOpaHHbIA cepTU(UKAT OYIET OTKPBIT B PEKUME

mpocMoTpa HHpOopMaIuu, HaxMuUTE «Jlaneey.



5. Ha crnenyromem mare ycraHoBkd, B Tolie «VIMs  KJIHO4EBOTO

KOHTEIHepa», HEOOXOIUMO YKa3aThb MMs KJIIOYEBOTO KOHTEHHEpa Ha)KaB KHOIKY

o —————— — — X
[| Mactep ycTaHOEKM AMYHOMD CEPTUEMKaTE e — ﬁ

KoHTefiHEp SaKpLITOrD KMoua
BeemTe MMM YKEKMTE KOHTERHED SSKPEITOMO KNHOYS, KOTOPEIA COOTEETCTEYET ﬁg
BbIGpAHHOMY CEpTMRMKATY

[ |:| Haiima KoHTeRHED BETOMETHYECKH
MiMA Knioyesoro KoHTEAHEpa:

| E O6sop...

BeeneHHOe MMA 5303ET KNOYEE0M KOHTEAHED:
@ MonesosaTens
() KomnstoTepa

Brifepute C5P anA novcka Knioyesk KOHTEAHEDOE
| |Coypto-Pro GOST R 34.10-2001 Cryptographic Service Provider -

Oanee =

«O030p» (Pucynok 3).

PucyHok 3 — KOHTelfHep 3aKpBITOrO KIIH04a

6. Otkpoercsi OkHO «BpIOOp KJIHOYEBOTO KOHTEHHEepa». Boibepure

KJIHOUE€BOM KOHTeﬁHep N3 CIIUCKC U HAJKKMUTC KHOIIKY «OK».

FEE Kpunmollpo CS5P . o ﬁ1

0:09:50
Bribop KNYEBOrD KOHTERHEPS
B NWCKE NOKE3EIBaTE:
@ [Ipy#ecTEEHHEIE MMEHA (7 ¥YHMKANBHBIE MMEHE
|| CrmMcok KIKoUEBEIX KOHTEHHEPOE NONL30BaTENS:
-~
CYMTEIBATENE  MMA KOHTEHEPE ar i
FAT12 I WMBaHos MBaH WMBaHoswy |= |
i E
| |
| |
i
Ll i [ »
[ Ok J [ OTtMeHa ]

Pucynox 4 — BbIOOp KITI0UEBOT0 KOHTEHHEpa



7.

[Tocne sToro Haxxmute KHONKY «/lanee» (Pucynox 5).

-

[} MacTep ycranoBki AMHHOTD cepTuduKaTa —

= —

Koxrefivep sakpoitoro Kmoua

BeegTe Mnu yKExMTe KOHTERHED S3KPEITOrD KMDYE, KOTOPEIA CODTEETCTEYET ﬁg
ERIGDEHHOMY CEDTMGOUKETY

|:| Halim KoHTeAHED BB TOMaTMYECKH
MmA Knioyesoro KoHTeAHepa:

Mearoe Mean MeaHoswy

Dazop...
BseneHHOE MMA S3038T KNYeBol KoHTERHEp:
@ MonesosaTens
() KomnstoTepa
Brifiepite CS5F anA nowcka KnoYeBkn KOHTEAHEDOE
| Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider -|
[ < Hasan ] | [Manee > | [ OTmeHa

Pucynok 5 — BbI00Op KIIFOUEBOTO KOHTEHHEpa



8. Ha cnenyromem mare, B okHe «Mms XxpaHunuiia cepTUQUKaTOBY,
HaXMHUTE KHONIKY «O0030p». B OTKpBIBIIEMCSI CTUCKE XPAHWIIUIL CEPTUDUKATOB
BbIOepuTe «JInunbie» u HaxxmuTe KHONKY «OK». He 3a0yabpTe yCTaHOBUTH TallouKy

«YcTaHoBUTH cepTudUKaT (1enouKy ceptudukaroB) B kouTelHep (Pucynox 6).

F —_— — —
[ Mactep ycTaHoBKM MMHHOMD CepTMEKKaTa — ro— ﬁ
Xpasunuille CEpTWIMIKETOE
ViaNWTE XPEHWIMLLE CEPTWWKETOE ANA YCTEHOBKW BRIGPEHHOM D paHes Fg
CEPTURMKETE.

¥KasaHHbIRA pEHEE $Nar MCNoNb30BaHWA KMOYESLE KOHTERHEDOS NONbS0E3TENA MK
KOMMNEDTERS ONpeOenReET BbIEDp HEDE}mDHMbDCXpEIHHHHLLL CEPTARMKATOE

Mran ¥PEHANMLLE CEPTARWKATOE:

MauHoe Cazop...

i@ MonesosaTenA
KomnewoTepa

YeTaHoBWTE CEpTMMKAET (UENoUKY CEPTURMKATOE) B KOHTERHED

[ < Haszan ][ lanee > ] [ Omaera

Pucynok 6 — Xpanwnuiie cepTuduKaToB

[l BuiSop xpaHuavwa cepTdunkaTa ﬁ

BribepuTe ¥xpaHuaMWLE cepTUdMKATOE.

[JoBEpEHHEIS KOPHEERIE LIEHTPEI CEpTIG - |
AoEepUTentHEE OTHOWEHWA B Npeanpy E
MPOMEAYTOUHEIE LEHTPEI CEPTIMDMKALA

| ObwexT nonesosaTena Active Directory il

... | NneensHHRIS 142 ETE M

1 | 1] 3

| NokaszaTe dusMueckie XpaHUAMLE

[ 0K ] [ OTHeHa ]

Pucynok 7 — BeiOop xpanunuia ceprudukara



9.  Tlocne BpIOOpa XpaHUIHUIIA CEPTHPUKATOB HAKMUTE KHOTIKY «/lanee».
10. B mosiBUBIIEMCS OKHE 3aBEPIICHUS YCTAHOBKH JIMYHOTO cepTrdukara

Ha)XMHUTE KHOMIKY «['0TOBO» (PHCyHOK §).

[ MacTep ycraHossxw aMyHOro cepTuduKaTa P
3aBepuweHne paboTel MacTepa
ﬁg YCTaHOBKW NUYHOIO CEFITH(#]HHETE ]
Binu yKazaHe! cnegyowme NapaMeTpb:
BzaTe cepmidukaT -
Wz halina D:\Meanoe MeaH MeaHos
WMA CEpTUdMKETE =
cybberT |
NOCTABLLME E=uc_fk@roskaznaru, 5= i
OEACTEMTENEH C
OEACTEMTENEH NO
CEPMAHEIA HOMED S
4 I 4
¥oemaTeck, yTo BeIBpEHE NPEBMNEHLIE NEPEMETDE! M
HaxmMWTE KHonKy “ToToBo" ANA EEINONHEHWA YCTEHOBKM.
| < Hasan ” [oToED | | OmaeHa |

)

Pucynok 8 — 3aBepmieHne paboThl MacTepa YCTaHOBKH JINYHOTO cepTU(drKaTa

Ha sToMm nporecc ycTaHOBKM cepTU(UKaTa B TMYHOE XPAHUIIUIIE

IIOJB30BATCJIA HA pa60qel71 CTaHIIMH 3aKaH4YMUBacCTCA.



Yacro BCTPCHYAKOIIHNECH BOIIPOCHI

Bonpoc: Ilpu BpIOOpe KOHTEWHEpa B OKHE BBIOOpa KOHTEHHEpa HE
O0TOOpa)kaeTcs HY>KHbIA KOHTEUHEP 3aKPBITOr0 KIK0Ya.

Oteer: KiitoueBoil KOHTEMHEP HE BCTABJIEH B KOMIBIOTEP MM MO KAKUM-THUOO
npuunHaMm Kpunrollpo CSP He BUAUT Bail KJIIOU€BON KOHTEHHEP. DTO MOXKET OBITh
CBSI3aHO C HEMPAaBHJIBHBIM MEPEHOCOM/KONMMPOBAHUEM KOHTEHHEpa, 00 HOCHUTEIh

Ha KOTOPOM HaXOIHUTCs KOHTGﬁHGp ITOBPCIKACH.

Bomnpoc: Ilpu ycraHoBke ceprudukaTta B KOHTEHHEpP BCIUIBIBAE€T OIIMOKA
«OTKpBITHIN KJIH0Y HE COOTBETCTBYET 3aKPHITOMY KIIIOUY IH(DPOBAHUS»

Oteer: BriOpaHHbIi cepTU(PUKAT HE MOXKET ObITh YCTAHOBJIEH B BbIOpAHHBIM
KOHTEMHED, TaK KaK UX KIIFOYU ITPOBEPKH HE COBHAAAIOT. DTO MOXKET ITPOU30MTHU NPH

MOMBITKE YCTAHOBUTH CEPTU(PUKAT B Uy>KOU KOHTEHHED.



